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In this IMDS Newsletter issue you can read about the following:
1. IMDS Release 14.5 planned for 12th of December, 2024 page 1
2. Product Carbon Footprint (PCF) information with IMDS Release 15.0 page 2
3. New User privileges with IMDS Release 15.0 page 3
4. PFAS (Per- and polyfluoroalkyl substances) and replacing PFAS page 3
5. Users’ Echo - e-mails sent to IMDS page 4
Merry Christmas and a
Happy New Year 2025!
MFA

To provide an additional layer of security, Multi-Factor Authentication (MFA) will be
introduced to the login process of IMDS with IMDS Release 14.5. Every user will
have to set up an authenticator mobile application or browser extension the first time
they log in to the system. After that, a one-time code will be required for each login
which will be shown in the authenticator. An explanation of how to set up MFA using
a mobile device or browser extension will be linked to on the login page. It is also
available here: MFA Setup Guide.pdf

As part of this change, the process of the login will also be changed. Instead of
entering both username and password and then clicking on “login”, a click on “login”
will first open a dialog to enter the username, followed by a dialog asking for the
password.

Password link

Whenever a password reset is requested (either by a user clicking on “Request new
password” on the login page or by a company administrator on behalf of the user),
the email sent to the user will no longer contain a generated password. Instead,
there will be a link leading to a password reset page where a new password can be
set. The link will be valid for 24 hours and the previous password remain valid until a
new one has been defined.


https://public.mdsystem.com/documents/d/imds-public-pages/mfa-setup-guide

General

IMDS will offer the option to assign Product Carbon Footprint (PCF) information for
each MDS.

Entering PCF information is not mandatory, it does not require a new version of
the MDS (similar to regulatory information) and it is not linked to the usual release
process of received MDS. Existing MDSs without PCF information remain valid and
new ones can be released and sent without requiring PCF information.

IMDS does not support the calculation of the PCF of individual products, but instead
serve as a data collection and reporting/communication platform. The available data
fields have been defined in collaboration with Catena-X and are based on the recent
Catena-X PCF Rulebook (Version 3). If PCF data is entered, the complete PCF data
set must be entered.

Data structure

PCF information is split into two sets of data: production site-based PCF information
reflecting the carbon emission for production and transportation-based PCF
information reflecting the carbon emissions for transportation from the production site
to the customer.

Generally, companies can define any number of production sites for each MDS.
Production sites can be specified in a broad manner, where a single production site
represents the average of all actual sites globally or within a single country or define
all actual sited individually.

Each production site will have its own version history. It is possible to add production
sites or release new versions for existing ones at any point without requiring a new
version of the MDS. Besides the actual Total PCF value, each version of a production
site requires (among further details) a contact person, the time period for which the
PCF information is representative (average over past 12 months) and details about
its primary data share (PDS) and data quality rating (DQR) (self-assessments).

For each recipient of an MDS, any number of transportation routes can be defined.
Each transportation route links one of the production sites defined for the MDS to a
customer site and also has its own version history. Each version requires information
about whether the transport is covered by the supplier or the customer and in case
of the former the accrued Transport CF. Like data for production sites, it is possible
to add or update transportation routes at any point without requiring a new version of
the MDS.

Data visibility

The direct customer of an MDS will see the complete data and version history of
each production site that has been referenced in at least one of the transportation
routes for them. Production sites that have not been referenced are not visible.

When a sub supplier’s datasheet is referenced in an assembly, which is sent

to a customer, that customer will not be able to see the detailed production site
information of the sub supplier. Instead, they will only see the primary data share
(PDS) and data quality rating (DQR).

In both cases the visible information is automatically updated along the value chain
as soon as the PCF data set is released by the respective supplier.



General

The current access right management, which is based on user profiles like
“Company Administrator” and “User” will be replaced with a new system allowing
for more detailed assignment of access rights for certain parts and functions of the
system.

Privileges and Presets

Instead of a single profile, each user will have a list of privileges, which grant access
to individual features in the system.

Examples:
*  View MDSs
+ Edit MDSs

* Accept/reject received MDSs
» Forward accepted MDSs

» Manage contact persons

+ Manage users

To make user management easier for companies not in need of such detailed access
right handling, presets will be introduced, functioning similarly to today’s profiles.
E.g., by assigning the “Company Administrator” preset to a user, all privileges that
were part of the Company Administrator profile will be assigned to that user. After a
preset has been assigned to a user, individual privileges can still be removed and
added.

Privileges that are already handled as individual access rights (e.g., “May mark MDS
as obsolete” or “Chemistry Manager Access”) will be integrated into this system.

Migration

With the rollout of IMDS Release 15.0 each user will retain their access rights. An
update of each user’s privileges is therefore not necessary.

One exception is the privilege to view regulatory information (read-only access to the
Regulation Wizard / Chemistry Manager). This privilege will be part of each preset
and will be automatically assigned to each user during the release, who does not yet
have access to the Regulation Wizard.

The IMDS Steering Committee is currently defining the final requirements to
implement PFAS reporting in IMDS.

Regarding PFAS replacement, there’s a recent article titled “The scale of the problem

of replacing ‘forever chemicals’ PFAS” that uses the automotive industry as an
example.

This paper indicates that main challenges for the automotive industry in replacing
PFAS include:

« Complexity of identifying all PFAS in the global supply chain

» Critical functionality of PFAS in vehicle performance and consumer protection
» Lack of alternatives for some applications

» Need to meet or exceed current quality, durability, and safety standards

+ Time and resource-intensive process of developing and testing replacements

There is also a new study by Fraunhofer IWM, “Replacement of Polymeric PFAS in
Industrial Applications with Harsh Environments” highlights that fluoropolymers have
become essential, especially in the sealing industry.



https://www.chemistryworld.com/news/the-scale-of-the-problem-of-replacing-forever-chemicals-pfas/4020175.article
https://www.chemistryworld.com/news/the-scale-of-the-problem-of-replacing-forever-chemicals-pfas/4020175.article
https://www.fst.com/news-stories/press-releases/2024/sealing-without-pfas/
https://www.fst.com/news-stories/press-releases/2024/sealing-without-pfas/

USERS' ECHO
We are a medium-size company and heard about a new EU

regulation called “Deforestation Regulation”. What exactly
is this about and will information on this be entered in
IMDS? Thanks. E-mails sent to IMDS

Dear IMDS User,

The regulation defines deforestation as the “conversion of forests to agricultural use,
whether human induced or not”.

On October 2nd, 2024, the EU Commission published additional guidance docu-
ments and a framework to support global efforts. The “European Union Deforestation
Legislation (EUDR)” will apply from December 30, 2025, for large companies and
June 30, 2026, for micro- and small enterprises. While all implementation tools are
technically ready, there is a period of 12 months approved By the EU Parliament and
the EU Council as a phase-in period to ensure proper and effective implementation.

Significant enhancements will be needed in IMDS to support the full scope of the
Deforestation legislation. The regulation states that Derivatives and Products made
of Soy, Coffee, Palm oil, Cocoa, Rubber, Cattle and Timber (listed in Annex 1), re-
gardless of their quantity (e.g., leather, cosmetics, chocolate) must comply with the
regulation.

For now, begin by identifying product content with such materials and pay special
attention to published MDSs which may be used in your products. MDSs published
after further Deforestation functionality is implemented will likely require Deforesta-
tion-compliance information, but existing, referenced datasheets may not possess
this information.

At the moment, it has not been defined yet, when or to what extent this will be imple-
mented in IMDS.

Best regards,

Your IMDS Newsletter Team

Your participation

Please help us with your feedback. If you would like to contribute to this Newsletter
with articles and comments concerning the IMDS and environmental issues in your
company, please contact us by email. For suggestions, further information and
questions, please contact imds-newsletter@dxc.com
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IMDS Global Service Center supporting English language - imds-servicedesk@dxc.com
Monday through Friday, 8 am to 12 pm CET (UTC-6)
Monday through Friday, 1 am to 5 pm CST (UTC+1)
phone: (+33) 1 57 32 4856 or (+36) 1 778 9821 or (+1) 844 650 4217

French-, German-, Italian- and Portuguese-speaking European Service Center - imds-servicedesk@dxc.com
Monday through Friday, 8 a.m. to 4.30 p.m. (GMT+1) at +33 1 57 32 4856 (ltalian and Portuguese support only by email)

Japanese Service Center - jpimds-helpdesk@dxc.com
Monday through Friday, 9 a.m. to 5.00 p.m. JST (GMT+9) at +81 3 4530 9270

Korean Service Center - imdsk-helpdesk@dxc.com
Monday through Friday, 9 a.m. to 5.00 p.m. Seoul (GMT+9) at +82 2 6138 3661
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